2020 EML2E22| s+&is] (KNOM Conf. 2020)

TAA NFTAE o8 FEEF £22F B AHj= AR T3 HA 79

Q45 AR
Adolshan A4 FE e

yveomsw0421 @gmail.com, kyungbaekkim@jnu.ac.kr

Collaborative Source-Side DDoS Attack Detection using Statistical Weight

Sungwoong Yeom, Kyungbaek Kim

Dept. Electronics and Computer Engineering, Chonman National University

O ok
S
A note] Ao 0T 7718 ohgahs $A4b Aul2 AR 4L 1ek sl gAska 3449 948 Fus] 913, 22
2 )2 A% $2 94 7o) Asglck R, TR B4 Al AR 329 B34 §AE 919 o) AelE0] 2%
PAANE THe WA A5E FPVIE BHY 255 AL AR TH 94 ME QF S0 oo, 999 9

H =
94 A% Al o) AAA B4 A Psel JFL e sheAe ok
=

1.4 & fojo] TACRE doels YUY 2a B4 AN AR 37 ©9X)
0T 3749 S48k we} o]71% YESZ deez 749 d v IS AT 7 A 37 ©@A] BES A3 QAIE ARt ¥
EY AZHONS)E AXE Aol A%, ofg Age] pxg % TAUE A5 54 BX nEe A dda W @A Aes 5
0T 7]7]¢] Boko] 2 OkFe okgst Bak AlH|~ 7x BAe] gdle] 7 AALE AU 7HA = o At Qe zol Ao EAstlS o
23 Z78h3 Q). o2 ohe® 0T 717150 AAE Egue) gro. A8 HEI FA] EAEA s W A% SAHA we HEe 3,
Aol AT WFAA 5 YELANAE e 34 Edjgo] fyur, T BT 3 B SEel SARE oid At Qlelme] 34 L
w9 92 2 EAIL AdE B W 2AR 240 ojren T AVENTS AT BRY FE2 A4 F9Y 37 WA w
& 8 b Byle] et AT o4 A wugoms aage  E AR HE At AAF 225 54 97 LE 97 At
A UESD B BT B /M o8] tleks 7S] Mag g e AES T heAl Al Aie AddT ATHOR 7
o e Bitat Qo] QAR vasle] #A du
sz WA 27 Edge) £ao gl oA WAE= B Agke 71l AgAd HAS5S 9Asl, 44 DNS Edfy dloJHe] 7]ubeh
A Edzlo] &) AgHon A7) G 22 o] AaHe ye  ATS FHte] AtE 71We] A7 & (Detection Rate) ¥} 54 L
g eggel] 47 Y & Atk o]9} 2o FAEYNS ©A3)y) g8 B&(False Positive Rate)oll M 719 $A4GA 71We] o5& &
e 2o G olgsle] BHo ¥4 94 A e WA JkE AL Felakg
71o] AT S, 54 Aol IAH o] Y £AZ A
A wES ditwe BAuE 3740 548 $38 4 gk B9, 42 IL #d A7
A B ES A A A AR ASAT AN R o e AvE 948 A 999 24 94 mae AT
HEE A EgR e 24 He Aol HE 2l 5jo] itk [456789] o] AFEE F2 HEND T25 o3kl Y
aéjiij’i;ﬂ]ii; ff;ffi L&Li f]i;;;‘ #21 Elsto] 3 A MEAI A3AA7F AR =
; e 22 f9EE B4 BAsE T4 YEND o) 44 A% 2
£ A77F AHAC o] W B0l BAH BRI 47 F o wce gase A Aquls A% FAS S SnpE w
o ARG5S A% FAL PAFES Bk AL lHR N cnoo g0 wee o He HENLE Sold H ArHS A
2 A B 32 EloR ORAR AHE B8 W BH  gay ao ey o wREo 27 qEND SaEe BEo A4
7Ll HEA L ghcte] ARE £2L W AT SA N L yeag o g g8 Golhs 4B F2 R gon),
FE el SR A £oE whE BFAR Fo VHESE S} A4 9ndEe
o) gl A ofe] Aol o] AAT A4 A2 FA BA BB aas g
N A B A5 BANOR AN AFAL BARE T o1 wae masiol da dEND 2] SJ35H0] Auls A

- 137 -



th&| (KNOM Conf. 2020)

® X A A TR OWR B E o YA W NE W
I ¢ 2 FSZEENATERCRITE BRJERLE
& 3 : S S B S P O R S i
- oy L o < Ho o 2 A I\ WoHo W BN
pE) A Z Ho mo W T =0 am ~ T T Ho = L] o
<< FECAGTE No 5 B2 ® . 2w L o R i B
2 2835888 2 RgP®dley_ va i nis TlrTARD
2 ] mabela)] 2 = TR Lo S e e W= E B )
" A B T I = ZEp AR R hb 4T T o0 S Ezman
o & 2 L Rgile i TRZ Kot ool
> = TN =l E N T o N 5 = TS
o I m ‘WAU XN mw N = N N = M (F\ g o <2 on n o
= — EE oHox s .C E# ;Iryl - H k) o cg HT R OM
3 S 8 S 8 T 5L F e RES T mgm PHZBEIN
a2 = = Mo S| 2 o omx N o )X © H R ol BRSO e ow
o < =} = = O 1 )| N L o . ol s mrOXK Dm N w
s = 8 § =3 %Mmlﬂ%a%%ﬂmr.m1ﬂﬁﬁﬁ C R
§E o 5 5 o @ T <X oo 2 mm 5 R N o o mu T oar Nz oy
= O 9 # = A oo WO X o v oF & i S = 5 N o R E W o
a2 — Ln_bu % S ]H\mﬂ_iﬂﬂﬂﬂ T ) = m.a‘_ﬂy! ) BL T 5 oF
i S © e ZEN 2P T s aE ) e L
o R v 3 DL mETEE RTINS R = < Ty 2
g 2% FLEZEROESTESIpEal TQHBROAEE
= P = < L AxT (Y we S gy e N D e T g B g T o
- = o N X o = A o 2 B °oF o [ N = Wy Ho 7= Ne
g =) O § s A(CITI O S T B — 2 T ooy B Ak o
S —_ = iﬂhedmﬂxm 2 =W o o AR
= 3 e SETEMBSncEFesEed §8,%® 3
3 = Rk T ol Ty = E = N aq m = of TN w =
2 Ex LIk = g T X A
G m 3 S o K TR ] Wt w = = 2 = . w5 8 Eo m cmrm -
" . Wt wy e o~ ;| ) oju %ﬁ ol 2 L B °F fan T T =g N o T o]
TR &83 &38RI I — g8 & 3 8 & 8§ = _Aaﬁdl@.ﬁxmmeﬂomwﬂrﬁoEﬁw,mmﬂioﬂLﬂLM WUMO X
[==] {=] _ﬁw (=] [ = ! [=] =] [= -1 (=] . =1 - . - —_— ﬂAI 0 ‘.uu M ~  — N ;A #! ﬂAIO 8 d| ﬂ »A
(s¢)21eH Uol3320 ﬂm (35)2124 anisad asjed 4 o &3 n_AEw MW_ o N o T w_on - W W = @ | o A K T Mo T TR RO
- ~ = . 3.L
< ol W < = oA o of T T W o wp o om W n BT W oM T T Mo
K R = Amw%mﬂﬂﬁ&moymm N w0l o - 8 2
O = o Mo b P o AR Sl 2 F B D oW R o 3 CHE B - 8 v
— 1y = g T X o = . X Cwo= ¥ S o X T
- R R Ho W B RS E BT T N o T DLW L T oER KN = Gy
= = - o~ r no b o = < © -
- Mg w ¥ rIFlfRlor® Ree PR o= T E e s o o
Wmﬂﬂuwwﬂww; by %mwﬂ%ﬁ%ﬂﬁﬂ%ymmnﬂm% o ooy 2 R R T < ﬂoﬂr
™ = — ] T — 5 . o = 9y oof M 1 B Mo ~ i
TIikend 2 rE2E%fasz L vl izl 3 E¥Alwaxd x B
WOR R W T X d R Ew R T ook M B o - < T o~ B = 3
= o WU Mo oF M - X omn ®l oo i S oon o= W S 5 o o NZ,_ o e B © g ok XN B
B gy T o, MO~ < Tl e A N Sl = o , CRRCRN R S A
) %__ io] oﬁ = Wm ! X N do B A mW o8 Mo oy NE~ - WO e X w = B oo
Bixpw wr RO b X o o ® do X R 9 Tx g T o+ T T wEEEdl = %
o N o b T w g B L LW P ox oo 5 e oym A GG S Sl I g
EMUNJ% “d ﬂ]ﬁam%ﬂém% w W QEE 7o Y T 3 %w@egﬂ%éﬂu] * R X
T T T D S BV I T g A G IS Sy
Moo @ g o e oo T T @ P W -~ X
e oF My Y z Lo < MM wo & % w’ BN Mz W o e W R T oy i) Ffu s K R M Wa zx LE: nH ,_m.
o oy & F y m T BT o A I+ R B ow W 4 — o BN o o
Ho e O\ - I G T oo = o w = N . —_ ~o P o 9
g oh 2 2EEecIN Ll et Pe EF 9 §F gy wgaleelr® P
Bo o i = ! o 3 5 - - — =
L ] M:ﬂ o At © A e ™o B do MM ® o o p A oN P oF oA S * R 5 Mm W oo m mo < o T
BT oo LI I B 5 A A o R R i 5
B B o ata ® < MR o W N R N TRy - el I ~ I = 5 o ﬁ o
F A BT L U Bl I T VI ol R R . e . N i
RiEETy 5 EZRELZCCB R REiRs Ly F % ¥ gaEripci %2
Jdld _ 2 "= [ = oL W Bo o N Mo o : T ® T ° ST <
o}J — ~ ! ~ — —~ = — =n
4 W Ho oX ! =g do W Ho T Ho o o A N "L g o IR ~ dp % oI Ko mo
PEEdewe ExFERELLus s bR =9 RF B G I I R N No®

- 138 -



a9 294 T(x)e= A 0 2 x&2 AAse AL etk
A Azl A SW7H-& EW715 3} H]$=3 Detection Rate 3t
WME Auyo @ ve False Positive Rate #= 7H& RS g1
4= 9ltk. £3], 993k detection raterE 714 A4 Margin 4% &=
5%elA dAIgkol 05 Bi= 0691 7, SW 72 EW 719l vls) 54

SEES A 30%A4E HE F dee Uit

V. 28
B R 489 QA% 28 7192 ol §ah anE Aus AR
B2 92 149 A5e G717 A% FEA 1S Aok, A
MEQZ Elo] o8¢ BAE Bo AR F1He A A
o A% A% SW 71He EW 71l wls) Auow 34 oue
& g ATHOR AR BE 5 A BT, B, A2

ACKNOWLEDGMENT
o] e ARHIEAREANY AAon FFATAR A
T35 ¢ (NRF-2017RIA2B4012559). £ A+ 28t
A% 9 ARFAZ DRI HSHCTATAE A Ak
ATALE TP (MTP-2020-2016-0-00314).

Za1EF

[1] Nguyen, Sinh-Ngoc, Nguyen, Van-Quyet, Nguyen, Giang—-Truong,
Kim, JeongNyeo, Kim, and Kyungbaek, "Source-Side Detection of
DRDoS Attack Request with Traffic-Aware Adaptive Threshold.”
IEICE Transactions on Information and Systems 101.6 (2018):
1686-1690.

[2] €73E, and A7BHM. "HEY L5 AUz AR TA FA 7Y
T S5 set =iy (2019): 478-479.

[3] Song, ByungHak, Heo, Joon, and Hong, Choong Seon,
“Collaborative Defense Mechanism Using Statistical Detection
Method against DDoS Attacks.” IEICE Transactions 90-B (2007):
2655-2664.

[4] Shalinie, S. Mercy, et al. "CoDe—An collaborative detection
algorithm for DDoS attacks.” 2011 International Conference on
Recent Trends in Information Technology (ICRTIT). IEEE, 2011.

[5] DChen, Yu, Kai Hwang, and Wei-Shinn Ku. "Collaborative
detection of DDoS attacks over multiple network domains.” IEEE
Transactions on Parallel and Distributed Systems 18.12 (2007):
1649-1662.

[6] Chen, Yu, and Kai Hwang. "Collaborative change detection of
DDoS attacks on community and ISP networks.” International
Symposium on Collaborative Technologies and Systems (CTS'06).
IEEE, 2006.

[7] Tariq, Usman, et al. "Collaborative peer to peer defense mechanism
for ddos attacks.” Procedia Computer Science 5 (2011): 157-164.

[8] Rashidi, Bahman, Carol Fung, and Elisa Bertino. "A collaborative
DDoS defence framework using network function virtualization.”
IEEE Transactions on Information Forensics and Security 12.10

th&| (KNOM Conf. 2020)

(2017): 2483-2497.

[9] Rashidi, Bahman, and Carol Fung. "CoFence: A collaborative DDoS
defence using network function virtualization.” 2016 12th
International Conference on Network and Service Management
(CNSM). IEEE, 2016.

[10] Nguyen, Giang-Truong, Nguyen, Van-Quyet, Nguyen, Huu Duy,
and Kim, Kyungbaek,. "LSTM based Network Traffic Volume
Prediction.”, In Proceedings of 2018 KIPS Spring Conference, 2018.

-139 -



